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Objectives
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FHIR

Fast Healthcare 
Interoperability 
Resources (FHIR) 
standard to support data 
exchange

SMART on FHIR

Substitutable Medical
Applications, Reusable
Technologies (SMART) 
standard to support 
authorization and 
connection with 
electronic health records

FAIR

Challenges and 
opportunities to support 
Findable, Accessible, 
Interoperable, Reusable 
(FAIR) data and research
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ONC’s Cures Act Final Rule

The 21st Century Cures Act requires that a certified 
health information technology developer or entity 
have application programming interfaces (APIs) to 
allow interoperability and “provide access to all 
data elements of a patient’s electronic health 
record to the extent permissible under applicable 
privacy laws”.
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2020

Mar 09

Interoperability, Information Blocking, and the ONC Health IT 
Certification Program

Source: https://www.healthit.gov/curesrule/
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Putting the patient first in health technology 
enables the health care system to deliver:
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Transparency into the 
cost and outcomes of 
their care

Competitive options in 
getting medical care

Modern smartphone 
apps to provide them 
convenient access to 
their records

An app economy that 
provides patients, 
physicians, hospitals, 
payers, and employers 
with innovation and 
choice

Source: https://www.healthit.gov/curesrule/
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https://www.healthit.gov/curesrule/


Key Points
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Permit health 
information to 
be accessed, 

exchanged, and 
used from APIs 
without special 

effort

API 
requirements 
for patients 

securely access 
their health 
information

Advance 
interoperability 
of API-enabled 
“read” services 
for single and 

multiple 
patients

The API 
certification 

criterion 
requires the 
use of FHIR 
Release 4

Mandatory 
support of the 

SMART on FHIR 
Core 

Capabilities

Compliance six 
months after 
publication of 
the final rule
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Hospitals

Clinics

Labs

ClinicianEHR

Patient

Research

http://www.hl7.org/fhir

Fast 

Healthcare 

Interoperability 

Resources
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FHIR History
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2009

2010

2011

2012

2013

2014

2015

2016

2017

2018

2019

2020

Draft
August

DSTU 2
Version 1.0.2 
October

STU3
Version 3.0.2 
February

R4
Version 4.0.1 
October

R5
Work In Progress

DSTU 1
Version 0.0.82 
October

HITECH ACT
February
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Electronic Health Record (EHR)
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From paper To electronic

Patient, Conditions, Encounters, Observations, Medications, etc.

Image Source: https://en.wikipedia.org/wiki/Medical_record Image Source: https://en.wikipedia.org/wiki/Electronic_health_record
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https://en.wikipedia.org/wiki/Medical_record
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Data Integration: People-People
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Phone

Fax

Adapted from ONC FHIR at Scale Taskforce (FAST) 101
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Data Integration: System-System
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Adapted from ONC FHIR at Scale Taskforce (FAST) 101

Patients
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Interoperability problems

Code Description

0 Single

1 Married

Code Description

0 Married

1 Single

Code Description

“S” Single

“M” Married

System A System B

System C

11

Adapted from ONC FHIR at Scale Taskforce (FAST) 101
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Standard to exchange clinical data

A B C

FHIR Standard

FHIR

EHR

Mapping

birthDate birthDate

DOB Birthdate DateOfBirth
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FHIR 
Resources
Categorized

Source: https://www.hl7.org/fhir/resourcelist.html
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HL7 Committees:
• Biomedical Research and Regulation
• Community Based Collaborative Care
• Clinical Decision Support
• Clinical Genomics
• Health Care Devices
• FHIR Infrastructure
• Financial Management
• Imaging Integration
• Infrastructure And Messaging
• Orders and Observations
• Patient Administration
• Patient Care
• Public Health and Emergency Response
• Pharmacy
• Structured Documents
• Security
• Vocabulary

03/17/2020

https://www.hl7.org/fhir/resourcelist.html


Condition
Resource

Source: https://www.hl7.org/fhir/patient.html
1403/17/2020

https://www.hl7.org/fhir/patient.html


Sample 
Condition Resource

API request: https://r4.smarthealthit.org/Condition?patient=b2eeab29-a67d-4941-8540-6372911cfc17 1503/17/2020

https://r4.smarthealthit.org/Condition?patient=b2eeab29-a67d-4941-8540-6372911cfc17


FHIR API 
Endpoints
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https://open.epic.com

03/17/2020

https://open.epic.com/


FHIR Resources (R4)

• Patient

• Encounter

• Condition

• Observation

• Medication

• Procedure

• etc.

A set of building blocks to represent patient data

1703/17/2020



HL7® FHIR® Accelerator Program
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FHIR-based API and Core Data Services Value-based care data exchange 
across communities 

Consumer-directed exchange 
across the U.S. 

National standards for 
representing SDH data in EHRs

High-quality, computable data for cancer 
care and research

Source: https://www.hl7.org/about/fhir-accelerator/
03/17/2020

https://www.hl7.org/about/fhir-accelerator/


Substitutable Medical Applications, Reusable
Technologies (SMART) 
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SMART Health IT is an 
open, standards based 
technology platform 
that enables innovators 
to create apps that 
seamlessly and 
securely run across the 
healthcare system.

on

03/17/2020



EHR 1

App Gallery

Apps-based information economy
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Adapted from Cell Systems 2015 1, 8-13, DOI: (10.1016/j.cels.2015.05.001) 

EHR 2

Patients
03/17/2020
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App integration
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Patient-facing app Provider-facing app
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Embedded Integration
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FHIR
Server

Shared 
Decision

EHR System

1) A way to 
trigger the 

app

3) SMART on FHIR 
App retrieves 

patient information 
from FHIR Server

4) SMART on FHIR 
App loads decision 
aid tools based on 
patient conditions

2) EHR embeds 
SMART on FHIR App 

for seamless 
integration
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Standalone Integration
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FHIR Server Web Server

Internet

Health System

API
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CDS Sandbox with FHIR

1

HAPI-FHIR 
Server

2

clinFHIR

Synthea

3

CDS 
Authoring 

Tool

4

CQL 
Engines

5

CDS Hooks

6

SMART on 
FHIR 
Apps

Patient Data
in FHIR

Create Patient
Profiles

Create Rules
Artifacts

Process Rules
and Data 

Trigger CDS External Apps

2603/17/2020



CU-UCH R&D Environment
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Clinical Research 
Informatics and 

Innovation Unit (CRIIU) 
Lisa Schilling, MD, MSPH

Professor Dept of Medicine

Division of General Internal Medicine

lisa.schilling@cuanschutz.edu
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Brainstorm

Consult

Builds/prototypes

Technical designs/methods for 
proposals

Help navigate the UCH Epic 
governance infrastructure

Scope of works

Budget drafts/ budget 
justifications

LOS, Facilities and Resources

03/17/2020

mailto:lisa.schilling@cuanschutz.edu


Policies and 
Technical 
Guidelines for App 
evaluation and 
approval

Substitutable Medical Applications, Reusable Technologies 
(SMART)

International Organization for Standardization (ISO)

Open Web Application Security Project (OWASP)

Epic System

Android Developers

Apple Developers

University of Colorado Health System

2903/17/2020



Categories of Concern:

• Compatibility

• Data integrity

• Design and 
development

• Launch

• Legal responsibility

• Performance

• Privacy

• Reliability

• Safety

• Scalability

• Security

• Stability

• System integrity

• Updates

• Workflow

30
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FAIR Data Principles
• Findable: 

• F1. (meta)data are assigned a globally unique and persistent identifier 

• F2. data are described with rich metadata (defined by R1 below) 

• F3. metadata clearly and explicitly include the identifier of the data it describes 

• F4. (meta)data are registered or indexed in a searchable resource 

• Accessible: 
• A1. (meta)data are retrievable by their identifier using a standardized communications protocol 

• A1.1 the protocol is open, free, and universally implementable 

• A1.2 the protocol allows for an authentication and authorization procedure, where necessary 

• A2. metadata are accessible, even when the data are no longer available 

• Interoperable: 
• I1. (meta)data use a formal, accessible, shared, and broadly applicable language for knowledge representation. 

• I2. (meta)data use vocabularies that follow FAIR principles 

• I3. (meta)data include qualified references to other (meta)data 

• Reusable: 
• R1. meta(data) are richly described with a plurality of accurate and relevant attributes 

• R1.1. (meta)data are released with a clear and accessible data usage license 

• R1.2. (meta)data are associated with detailed provenance 

• R1.3. (meta)data meet domain-relevant community standards
31

Wilkinson et al., 2016
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FAIR for research
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This is How We Do it Now - Evidence Pathway
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Evidence 
Extraction

Biomedical 
Knowledge Base

Evidence 
Source

RCT

Clinical Practice 
Guidelines

Clinical Decision 
Support

Systematic 
Reviews

Evidence 
Use
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Meeting FAIR Principles for Study Results?

…standard for machine-interpretable expression

…interoperability (every group communicating it 

needs to do it the same way, not their own way)

…universal agreement about the right way to do it

…functional demonstration of how it can be done
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NEED
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What If We Did it Like This? Evidence Pathway 
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Evidence 
Extraction/ 
Formatting

Evidence 
Source

Interoperable 
Format

Biomedical Knowledge 
Base

Clinical Practice 
Guidelines

Clinical Decision 
Support

Systematic Reviews

Computable 
Evidence

RCT Results

EBMonFHIR

CPGonFHIR

03/17/2020



EBMonFHIR 
Resources
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Source: https://confluence.hl7.org/display/CDS/EBMonFHIR
03/17/2020

https://confluence.hl7.org/display/CDS/EBMonFHIR


EBMonFHIR Resources
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