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Additional Security Requirement
for External Access to the Denver Health Network
All Denver Health Staff are required to employ a 
second-factor security authentication to be able to access the 
Denver Health network and its data from an external device. 
This additional security is handled via an independent app 
(Duo Mobile) on your mobile phone or via a phone call/text push 
to your mobile phone or landline. Note, if using the phone call/
text push option, you MUST be available to answer your phone 
when remoting into the secure network or its applications.

 To initially register your device, while in-network go to: 
 https://dhremoteaccess.dhha.org,   this must only be
 done once to set-up a DUO account with DH.

 On the Duo Mobile landing screen, select Start Setup. 

 Select what type of device you are registering:  

   ► Mobile phone (recommend) to download the Duo Mobile 
 app to your phone, or receive a call on that device. 

   ► Tablet to register an iOS or Android Tablet. 

   ► Landline to answer that phone each time you remote in.

 After making a selection, select Continue.
 (click the corresponding device type at right for further info)
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IF you ever receive a 
Duo Mobile notification 
when you are NOT 
attempting to remote 
into the Denver Health 
network, select the 
‘Deny’ option which 
automatically notifies 
the DH Security team.
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To add another device:
► Go to: http://DuoWeb.
 Hosp.dhha.org.
► Authenticate based 
 on your first device, 
 i.e., if your first device 
 is a mobile phone, 
 click Send Me a 
 Push.
► Click Add another 
 device and follow the 
 process explained to 
 the right.
To delete a device, first 
you must add another 
device to get the delete 
option.
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If you have any questions or 
an issue with the Duo Mobile 

authentication, contact the 
Help Desk   at 303.436.3777.

Click the type of device you are planning to 
use to authenticate remote network access.

Multiple devices can be registered.
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Registering a Mobile Phone
 Enter your mobile phone number, using (xxx) xxx-xxxx format. 

 A viable number changes the ‘     ’ indicator to a ‘     ’, and causes a 
 check acknowledgment to appear. Review the number and check to 
 acknowledge if correct. Select Continue. 

 Indicate what type of phone is being registered:
   ► iPhone – iOS is the Apple operating system
   ► Android
   ► Windows Phone
   ► Other (and cell phones)

 Select Continue.

 Follow the included 
 directions to install Duo Mobile 
 on your specific phone. Be sure to select Yes1 

 when asked if Duo Mobile should be able to send push 
 notifications. Once the app is installed on your phone, click 
 I have Duo Mobile installed on the website. If Other is selected, 
 choose how to be authenticated when remoting in, then click Save.

 Follow the included directions to activate the Duo Mobile app 
 on your phone. To be registered, Duo Mobile MUST get access 
 to the device’s camera to scan the QR code (Quick Response). 
 This may require changing the camera access Settings.
 Once the app is activated, click Continue.

1 If by mistake, you select No to allowing notifications, go to your Settings, 
 and activate notifications under Duo Mobile. 
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* Tablet

Registering a Tablet
 Indicate what type of tablet is being registered:

   ► IOS (iPad, iPod Touch – iOS is the Apple operating system

   ► Android

 Select Continue.

 Follow the included directions  
 to download and install the Duo 
 Mobile app. Once it’s installed on 
 your tablet, click I have Duo 
 Mobile Installed on the website.

 Follow the included directions to activate the Duo Mobile app 
 on your tablet. To be registered, Duo Mobile MUST have access 
 to the device’s camera to scan the QR code (Quick Response). 
 This may require changing the camera access Settings.
 Once the app is activated, click Continue.

 On the My Settings & Devices screen, 
 select Automatically send this device a Duo Push 
 from the When I log in: drop-down selector.
 Click Save to complete this device registration 
 and close the browser window.
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* Landline

Registering a Landline
 Enter your landline number, using (xxx) xxx-xxxx format. 

 A viable number changes the ‘     ’ indicator to a ‘     ’, and causes a 
 check acknowledgment to appear. Review the number and check to 
 acknowledge if correct. Select Continue. 

 The My Settings & Devices screen shows the landline 
 number is Saved, and the registration is complete.
 Close the browser window.

Check the Landline Setup
 In a new browser window in-network, return to 
 http://DuoWeb.hosp.dhha.org.
 Under Choose an authentication method, 
 click Call Me.

 The screen indicates the app is placing the call. 
 Answer the call and when prompted, press any key 
 to verify your identity.

 Each time you attempt to access the Denver Health 
 network remotely, you should receive a similar call 
 on your landline to verify your identity. 

 After answering the authentication call, 
 on the My Settings & Devices screen, 
 select Automatically call this device 
 from the When I log in: drop-down selector.
 Click Save to complete this landline registration 
 and close the browser window.
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IF you ever receive a 
Duo Mobile notification 
when you are NOT 
attempting to remote 
into the Denver Health 
network, select the 
‘Deny’ option which 
automatically notifies 
the DH Security team.

To add another device:
► Go to: http://DuoWeb.
 Hosp.dhha.org.
► Authenticate based 
 on your first device, 
 i.e., if your first device 
 is a mobile phone, 
 click Send Me a 
 Push.
► Click Add another 
 device and follow the 
 process explained to 
 the right.
To delete a device, first 
you must add another 
device to get the delete 
option.
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Registering a Mobile Phone (continued)

 On the My Settings & Devices screen, 
 select Automatically send this device a Duo Push 
 from the When I log in: drop-down selector.
 Click Save to complete this device registration 
 and close the browser window.

Check the device Setup
 To verify the DUO app setup is correct, while on the 
 DH network and in a new browser window, return to:
 http://DuoWeb.hosp.dhha.org.   Under Choose an 
 authentication method, click Send Me a Push.

 Your phone will receive a Login request notice. 
 Open the notice and select Approve.

Each time you attempt to remote into the Denver 
Health network you should receive a similar 
notification on your mobile phone. 

Click Approve to verify your identity and continue 
accessing the DH network and apps externally.
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If you have any questions or 
an issue with the Duo Mobile 

authentication, contact the 
Help Desk   at 303.436.3777.*

Check the tablet Setup
 To verify the app setup is correct, in a new browser window 
 in-network, return to http://DuoWeb.hosp.dhha.org.
 Under Choose an authentication method, 
 click Send Me a Push.

 Your tablet will receive a Login request notice. 
 Open the notice and select Approve.

Each time you attempt to remote into the Denver 
Health network, you should receive a similar 
notification on your tablet. 

Click Approve to verify your identity and continue 
accessing the DH network and apps externally.
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If you have any questions or 
an issue with the Duo Mobile 

authentication, contact the 
Help Desk   at 303.436.3777.*

If you have any questions or 
an issue with the Duo Mobile 

authentication, contact the 
Help Desk   at 303.436.3777.*
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